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Cloud computing is fast becoming the new way of working for many companies. 
74% 
most measurable impact on their business in 2017.1

 
for applications such as Customer Relationship Management systems. This whitepaper sets out a  
framework for doing so.

Executive Summary 
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research group Gartner1

services grow by 16%.

Introduction

of installation are just some of the reasons it makes sense for so many organisations 
to adopt solutions like our own.

security of their own IT systems and consequent ability to contain customer data 

This is unfortunate given that cloud service providers are generally much better at  
protecting data than their in-house counterparts. 

If someone asks me 
what cloud computing 

cloud computing 
is a better way to run 
your business.”

“

Marc Benioff,  
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is diminishing — only 21% of organisations think the 
cloud is riskier than traditional IT environments in  
comparison with 28%  
a CloudPassage security report.2 

a network is potentially vulnerable to outside threat. 
Seeking reassurance from your cloud provider about 
what they are doing to minimise potential risks is an  
essential precaution.

In this whitepaper, we’ll propose 35   
questions, across 9 areas, that you   

selection on the most suitable product  
and vendor for you.



35 Questions for You and Your Vendor 03

Section One:

Cloud service providers should be making security their primary 

Recognising this potential vulnerability is the reason why serious 
cloud providers invest so heavily in the talent and technology to 
protect their infrastructure.

In addition to their large spend on deeply embedded security measures that far  

 
 

to the right data centre to compromise your information. That is no easy task.   

are actually more at risk than those who use the cloud to do so.

52% believe cloud apps are at least  

up from 40% last year.”“
CloudPassage2

Security
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be installed on every computer that is connected to the Internet. 

well. Other security measures will be needed to protect against 

Is Intrusion Detection (ID) security   
management in place? 
Such systems can identify possible security breaches within  
a computer or network. This includes attacks from outside   
and misuse from within. 

Do you use Secure Sockets Layer (SSL)? 
These cryptographic protocols create secure channels   
between machines that are connected via the Internet or   

secured from interception.

Do you offer 24/7 security monitoring? 

days or even weeks to spot a data breach.

Do your third-party organisations have   

This can help prevent breaches or theft by ensuring  
that only authorised users have access to an application and 
related data. Some cloud service providers may be subject to 

to ensure their infrastructures are compliant.

Q2. 

Q1. 

Q3. 

Q4. 

Q5. 
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Data is now the lifeblood of nearly  
every organisation. 

must be able to guarantee that your offsite data is not 

you need it. 

Section Two:

Data Retention
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Do you guarantee data will never be shared 
with or sold to a third-party? 
Data breaches destroy trust and are immensely damaging to  

that way.

How do you ensure data is only available  
to those authorised to access it? 

always the possibility of data being accessed either accidentally 

Will data be available at all times? 
Round-the-clock accessibility should be a given. Having  
access to your data only at times dictated by a SaaS company 
is not acceptable.

Can data be downloaded in a variety   
of formats? 
Being able to download data in a range of formats creates 

diminish due to being trapped in an information silo.

Q7. 

Q6. Q8. 

Q9. 
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No system is perfect. 

Some downtime is unavoidable even with the most 

 
consequences on your company in terms of its  
productivity and ability to serve customers or clients.  

you need reassurance from your cloud provider that 
they are doing everything possible to minimise the  
possibility of episodic downtime.

Section Three:

Performance

Cloud is about how you do 
computing, not where you 
do computing.”“
Paul Maritz,  
CEO of VMware
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What is your uptime percentage?
One of the most important cloud metrics is the percentage  
of time that a service or system is available. This should be  

 
processes come to a halt and customers are left feeling  

 

How would you deal with a catastrophic  

 
a range of failure scenarios. Your cloud provider must have  
an effective data centre recovery plan in place should the   
worst happen.

Do you have back-up servers to ensure  
there are no service disruptions? 

business to be disrupted while it is replaced or repaired. There 
should be secondary systems that kick in immediately.

Is there continuous performance   
monitoring in operation?

hour-long delays can be catastrophic. Does the cloud  
service provider offer this?

Will you get a refund if service level   
agreements (SLAs) are not met? 
Your provider needs to understand and be willing to meet   
their obligations in the event of poor performance. 

Q11. 

Q10. 

Q13. 

Q12. 

Q14. 
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you to get the most from the cloud  
service for which you are paying. 

 
 

customer service levels and is frustrating for staff. Not 

leads many companies to switch to other suppliers.

Section Four:

Support
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Can I test your product or service before  
committing to it? 

a service may be to use in practice and whether it meets your 

quickly. Other platforms may require much deeper training  
because of their complexity. 

You will want to ensure your team gets support in the way   

or online help.

Do well-trained, skilled professionals deliver 
the support?

when resolving a problem — having to go through a convoluted 

is time-consuming and annoying. 

Is there a comprehensive knowledge base  
for addressing simple queries and routine 
problems quickly?
Most users prefer not to use support services if they can  
handle a situation themselves. According to the Harvard  

not have a lot of technical expertise. So look for a CRM cloud 
provider who has taken the time to create a rich repository of 
useful material that communicates best practice and shares 
experience in an accessible way. 

Can I submit support tickets?

Q16. 

Q15. 

Q17. 

Q18. 

Q19. 
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new platform you introduce must be able to integrate with it easily. In this way you 
build an agile business that uses its data to greatest effect.

Section Five:

Integration

Is your product easy to integrate with other software? 

carry out expensive and time-consuming custom coding to connect with  
third party products.  

Do you use open, standard-based APIs? 
 

as well as many accounting software packages.

Q20. 

Q21. 
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that enables users to get up to speed as quickly and effectively 
as possible. 

produce uncertain results.

Section Six:

Usability

Can we test your application? 
Ask your vendor for a hands-on demonstration or better still arrange a   
test-drive for yourself. Any good cloud service provider should be more   
than willing to arrange this for you.

Do you offer a free trial?

picture of what might be the best sort of CRM for you organisation.

Q22. 

Q23. 

and small businesses  
can  
and instantly set up   
enterprise-class services.”

“
Roy Stephan,  
Founder and CEO of PierceMatrix
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you can scale up cloud service provision 
as and when you need. That will enable 
you to make the best possible use of your 
budget and available resources. 

Section Seven:

Contractual 
Flexibility
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What is your subscription mechanism? 
 
 

subscription models that require no capital investment are 

 
with regular upgrades ensuring users have the latest version  
and continued compatibility with other products and  
operating systems.

Do you offer discounts for longer-term  
commitment? 
Features such as two-year subscriptions may be on offer at  

How easy is it to cancel the service, if that’s 
necessary for any reason? 
Being able to pull out of a contract at any time without penalty 

in to a vendor for too long.

Q25. 

Q24. Q26. 
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Section Eight:

“

Daryl Plummer,  

One key discussion you may need to 
have with your cloud provider is  
whether to opt for a multi-tenancy  

 
on a communal database and tagged  

 
own database and software. Your  
choice will be a trade-off between  

 
 

Single or  
Multi-Tenant?

Line-of-business leaders everywhere 
are bypassing IT departments to get 

would a magazine subscription. 
And when the service is no longer 

subscription with no equipment  
left unused in the corner.”
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Do you need scalability as a company? 
If you are likely to require rapid changes in hardware or  

Is high performance essential?
 

 
that arise. This is less easily done if you are in a multi-tenant 
arrangement.

Do you need the best possible  
security provision? 

customer accessing it accidentally. Multi-tenant applications are 

kept inside a single database. 

How reliable do you need the system to be? 
Single tenant systems are usually more reliable: one  

 
system go down. They are also easier to back up and restore 

own separate backup. 

Do you need the most cost-effective option? 
Economies of scale mean that that those on multi-tenant 

Is customisation important? 
Single tenant systems usually offer a greater range of  

 
as well as greater control over upgrades.

Q28. 

Q27. 

Q29. 

Q30. 

Q32. 

Q31. 
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it is important not just to compare  
 

companies behind them. 

While the cloud computing market is still relatively  

has a solid business model in place. This will help  
ensure they are able to meet your needs long-term.

Section Nine:

Vendors
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How long has the vendor been in business? 
Longevity shows that the product is sound and has proven itself 
to be adaptable to changing circumstances. With numerous 

 

in 100+ countries.

What plans do they have for dealing with 
technological changes? 
With cloud infrastructures and security systems continually 

their product in the future.

What is the vendor’s reputation in the 
marketplace?

how well a company might meet your needs. Is there an  
overall sense that they are easy to work with? What have 
their customers experienced when new product versions  
have launched? Have things gone smoothly?

Q34. 

Q33. Q35. 
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